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Informationised Warfare with Boots on Ground:
A Concept for the Defence of India in the Continental Domain

by
Anil Ahuja and Arun Sahgal

Introduction

In early May 2020, China surprised India by transgressing the LAC at several
locations in Eastern Ladakh and occupying areas on the Indian side of the LAC.
As this military standoff continues in its fourth month, only a modest
disengagement of troops has taken place. The PLA continues to hold positions
it has occupied on Indian side of the LAC in Pangong Tso and in the Depsang
plains. A forward build up and deployment of artillery, mechanised forces and
air defence continues in depth areas. As per estimates, some 40,000 Chinese
troops are deployed in Eastern Ladakh, marking the largest PLA deployment
since 1962.

The reality of the situation was brought home by Defence Minister Rajnath
Singh during his visit to Ladakh on July 17-18,when he remarked that Et adrek s
underway to resolve the border dispute but to what extent it can be resolved |
cannot g u a r a nélleigdvident that this is likely to be a prolonged standoff.

What is even more disconcerting is Ch i n effénsive military intent. The PL AE s
Western Theatre Command has mobilised nearly two divisions (20,000 troops),
with another division (10,000-12,000 troops) positioned in reserve in Northern
Xinjiang which is deployable within approximately 48 hours 2. This deployment

far exceeds the level of troops involved during the Sumdrong Chu (Wangdung)
incident of 1986 in the Kameng (Tawang) Sector of Arunachal Pradesh. The PLA
then had deployed nearly two divisions, along with heavy weapons including
artillery, to which India had responded by deploying three divisions 2. However,

no shooting or loss of life took place, though Wangdung is now under Chinese
occupation.

Importantly, the current Chinese aggression is not merely Ladakh centric;
reports based on Satcom (satellite communication) intercepts suggest Chinese
preparations for possible transgressions in Shipki Lain Himachal Pradesh and

lIElndia not a weak country; no force can take away
L a d a KTimés,Now , July 17, 2020.

2EChina deploys 20,000 troops along LABusinessndi a wary

Standard , July 1, 2020.

0]

SMandip Singh, ELessons from IB®AGdnunent nApriledh20131 nci dent &,
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Barahot i in Uttarakhand in the Central Sector“. A face-off at Naku Lain Sikkim
in early May, 2020 was also an attempt to enlarge the frontage of border
intrusions. Further, China has, for the first time, staked a new territorial claim
in the area of the Sakteng Sanctuary in Easter Bhutan °. This area lies West of
the Tawang Sector of Arunachal Pradesh (an area of operations during the 1962
Sino-Indian Conflict and the Wangdung incident of 1986). This claim can be
assumed to portend Ema n u f a chbundary dd i s p intthe duture.

R. Brahmaputra
Kaziran gz '

, ASSAM
- . S0 km
To Guwahati v 5 1

India - Tibet - Bhutan tri -junction in Western Arunachal Pradesh

Similarly, it is no coincidence that Nepal has recently passed the Second
Constitution Amendment Bill claiming Lipulekh, Kalapani and Limpiyadhura,
parts of Indian territory in Pithoragarh District, asits territories . N e p adctibrss
could well be tacitly supported by China, which is attempting to promote
E T r aHinsalayan Multidimensional Conne ct thatiinclydés the China -
Pakistan Economic Corridor (CPEC)with a proposed extension to Afghanistan
and Nepal, and in future through Ilinking the China -Myanmar Economic
Corridor (CMEC) to Myanmar and Bangladesh.

‘“EChinese Troopers Spotted in Ut t aTheKiadhminyat ,3uly@3, Hi mac h a
2020.

SSuhasini Hai dar , EChina doubles down onTheHindui,ms on ea
July 6. 2020.
Geeta Mohan, ENepal Parl i ament passes new Imdap includ

Today , June 13, 2020.
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On the Western flank, there are reports that Pakistan has deployed
approximately 20,000 additional troops in Gilgit and Baltistan under the pretext
of ensuring law and order during impending elections. There are also reports
of talks being held with the terrorist outfit Al Badr to incite violence in Jammu
and Kashmir (J&K)’. PLAAF transport aircraft have reportedly been seen landing
at the Skardu forward air base. These are clear indicators of the possibility of
heightened Sino- Pakistan collusion as the border standoff with India in
Ladakh extends or escalates.

Contextualising ChinaEs Border Violations

The ongoing Indo - Chin a standoff clearly spells out that the power asymmetry
between India and China has widened in political, economic, technology and
military domains and that China has, E d o iiding its time to end its foreign
policy r e st r& Thmotigh . a large - scale terri torial aggression and show of
force along | n d ibardess, China is signalling its geopolitical intent to restrain
and intimidate India by forcible alterations to the LAC. China perceives | ndi a Es
belated development of border infrastructure as a challenge to its territorial
interests and transit lines to both the CPEC and Xinjiang. This has also been the
catalyst for scaling up the Sino-Pakistan collusion to include intelligence
sharing, military sales and development of key dual use infrastructure, both on
land and along the Arabian Seacoast.

India is now directly at the receiving end of Chinese expansionism and its
current approach is of outright domination, not accommodation or co-
existence %10, This new reality of escalating geopolitical competition and

Chi n prépensity to use force in pursuit of its unilateral Ec oir @t er @es t s é
important  strategic developments that need to be factored into | n d i fatuges
defence planning.

Indian security planners must not mistake the current standoff as a
continuation of the past pattern of intrusions at Raki Nala (2008), Depsang
(2013), Chumar (2014) and Doklam (2017). This incident foreshadows a new
reality: the emergence of an aggressive China which is willing to leverage
nationalism and military might in pursuit of its core national interests in

"Manu Pubby, EPakistan movesBalOt, i00t0de Btbod@ieTines t, o Gi | gi
July 02, 2020.

8 Kurt M. Camp bell and MiraRapp -Hooper , EChina |s Done Biding Its Ti
BeijingEs For ei gn Faegh Affaiss , Rily $5; 2020i nt ? é,
9HemantKrishan Si ngh and Arun Sahgal, EA Moment of Reckonin

Issue 24, Delhi Policy Group , June 21, 2020.

YAntara Ghoshaiha-Shaigh, b&Cder standoff and ChinaEs €&l n
Policy Brief, Vol. V, Issue 26, Delhi Policy Group , July 3, 2020.
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disregard of international law and bilateral agreements. China has begun to
perceive India asa strategic rival and akey strategic partner of the United States
that needs to be contained and perhaps taught a lesson, before the India -US
relationship develops into a major challenge. These developments rule out the
likelihood of an early border settlement and suggest prospects of continued

tensions.

Aksai Chin
Western Sector:
(1570 Km)
Islamabad
A Y ]
(O]
Central Sector
(545 Km) Arunachal Pradesh:
McMahon Line
r
Lahi,go l Eastern Sector
; (1325) Km excluding
r Bhutan
NegéDeIhl ITTAR Nepal »
oo 'RA H (] AP A
Kathmandu ~°!¢!M Bhutan
1~ 0 PIGHTS]
Jaipur Lucknow
ST [SECEIY
Bangladesh

Disputed areas along the India - China Border. Source: Google Maps

An important strategic corollary of the PLA intrusions in Ladakh is that it has
created predictions for greater physical proximity and possibility of operational
complementarity between the PLA and Pakistan in this remote but strategically
important salient. According to the former Pakistan Army Chief, General Mirza
Aslam Beg, their erstwhile Prime Minister Zulfikar Ali Bhutto had established
this ESt r atLé qik@lgyedpening the Karakoram Highway across the
Khunjerab Pass. With the development of CEPC, this has become a driver of
collusion, which Pakistan considers asthe E St r a Piwigadf Defence Forces
( s itcWith China now claiming to be a party to the EKa s hanii s p ubly e &,
alleging that its territory of Aksai Chin is included in the Indian Union Territory

UEl r an e mbr Rakistan OBsBVoe ,July 25, 2020.
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of Ladakh, the Sub Sector North (SSN)emerges as a potential long term hot -
spot, which requires to be addressed by Indian military counter measures.

A Review of IndiaEs ExDefetcée ng Per spective

The developments along | n d i MoElern borders have highlighted some
salient lessons in relation to the commonly held beliefs of Indian security
planners and have exposed some myths about the role of the armed forces, in
particular the Army, that have been in the making for some time. These are
discussed in the succeeding paragraphs.

Reality of a Two Front War. Operational planning of the Indian armed forces
over the last decade has sought to benchmark capabilities and operational
requirements for a Et wand a half front wa r &his entails preparing
simultaneously to fight two adversaries, China to the North and Pakistan to the
West, singly or acting in collusion, while continuing to battle externally
sponsored terrorism ( Epr wa i én) recent years, with terrorist activities
largely being brought under control both in Jammu and Kashmir and in the
Northeast, and relative peace prevailing along the LAC, a belief had set-in that
thisisaEh al | blwve dhattisgbeing projected by the armed forces for seeking
greater resources. As a result, very little has actually been done to prepare for
such an eventuality with any degree of seriousness, both doctrinally and in
terms of capability enhancement. Budgetary allocations have remained routine
to meet bare minimum force modernisation and accretion needs; in fact, there
has been a declining trend.

The current stando ff in Ladakh has finally debunked this myth and brought
home the reality of atwo - front threat. The possibility of this standoff getting
extended beyond the Ladakh Sector to the Northeast, as well as into the
maritime domain, and further manifesting itself through the territories of
smaller neighbours, is very real indeed. If this scenario is not catered for, it will
greatly compromise national security. A spill over in the form of an intensified
E p r omayoirenewed support to insurgent groups cannot be ruled out.

Shedding the E h afl f o Dtag:. While the mitigation of aé t wfor o threa is
not solely within | n d icanfiad, at least the E h afl rf o needs to be taken out
of the purview of the armed forces. Shedding this, with accountability, to the
State Police force, CAPFs (Central Armed Police Forces) or the PMFs (Para
Military Forces) has become essential to release the Indian armed forces to
focus on their principal role of multi -domain conventional warfare in the two -
front scenario.

DPG Policy Paper Vol. V, Issue 32 | 5
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E Gr u d gthexSizé of the Armed Forces. Over the years, concerns have been
raised in civil -bureaucratic circles regarding the strength and structure of
| n diaaried forces. There isaE g r u d gnarratiyeé about the E b | o alévalsd é
of the standing Army, which is seen to be causing heavy revenue expenditure
resulting in the non -availability of funds for capability development and major
acquisitions 2. These concerns, only some of which are justified, are being
raised, even by military commanders themselves %3, without conducting any
detailed analysis of Et r oto tp & s(filiiary terminology for a meticulous bean
count). The current standoff has brought home the urgent need to define the
wide spectrum of contemporary threats facing the country and evolving an
optimum force structure of military, paramilitary and CAPFs to combat these
threats, both along | n d ibardess and in the hinterland. Once this is done, the
requisite budgetary support must be provided Eu n g r u d g aceegtihgy i€asa
national commitment. In fact, quite like the Indian Air Force, which has put
forth a requirement of 42 Squadrons for handling a two -front war, even the
Indian Army needs to work out an optimum force level for such acontingency
based on a credible war fighting doctrine.

Preparing for Hnformationised War with Boots on Gr o u n thé violent
clashes that took place on June 15,2020 in the Galwan River Valley at an altitude
of nearly 17000 feet, where 20 Indian soldiers were martyred in a primitive

physical hand -to-hand combat, only goes to highlight the challenges that India
faces along its nearly 3500 Km border with China and 900 Km Line of Control
(LOC) and Actual Ground Position Line (AGPL) with Pakistan. The operational

environment calls for preparing to fight through the entire spectrum of
warfare, from contact to high technology, over land, sea, air, space and cyber
domains, through what could be termed as FFighting informationised (high
technology) war, with boots on g r o u nTthi® has to be India specific, with
no templated solutions . It calls for costs in inducting high technology as well
as retaining substantial manpower to deploy adequate boots on ground in a
terrain that can challenge any technology available globally. This is an
extraordinary challenge imposed on India by a troub led neighbourhood and
exacerbated by unresolved boundary disputes. India has no option but to meet
the challenge.

2Djinesh Narayanan, EHow pay, pensions anlde sl oth eat u
Economic Times , July 11, 2018.

Al so see, Laxman Kumar Beher a, -E1Mahchar Psrikadbef ence Budg
Institute of Defence Analysis and Studies , February 4, 2020.

BRahul Singh, Elndian Army to cut 150,000 jobs as for
Hindustan Times , September 10, 2018.
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Indian Army troops patrolling along AGPL. Source: Cloudfront.net

Trust vs. checks and balances. The Group of Ministers Report on Reforming

the National Security System (2001) had recommended Border Management to
be re-fashioned on aone-border -one -force principle so asto obviate problems

of conflict in command and control and lack of accountability arising from a
multiplicity  of forces deplo yed on the same border. It had also stressed the need
for an institutionalised arrangement for sharing and co-ordination of
intelligence at various levels, particularly at the operational and field level.

While border functions have been assigned to respective forces, the
responsibility of management of disputed borders, along the LOC/AGPL with
Pakistan and LAC with China, continues to remain with the Army. Despite
repeated recommendations, both Army and ITBP continue to man the LAC and
operate near indepe ndently under the control of the Ministry of Defence and
the Ministry of Home Affairs respectively. A similar situation prevails in the
functioning of military and civil intelligence agencies. This arrangement
provides independent inputs to Delhi along two separate channels d in a
system of Ec h e and ® a | a n Or the¢éground, however, this has resulted in
alack of trust and coordination with disastrous consequences, in Kargil in 1999
and now in Ladakh in 2020. The entire gamut of intelligence management and

DPG Policy Paper Vol. V, Issue 32 | 7
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flow needs re-examination, taking cognisance of existing weaknesses in
interpretation, analysis and the ability to provide coherent assessments !4,

Efficacy of Joint Structures . The current Ladakh standoff, playing out in
multiple domains, is the first Eb or d e n f Isinae tthe appointment of the
Chief of Defence Staff (CDS) and the creation of the Department of Military
Affairs (DMA). The three services have been operationally mobilised to meet the
challenge. It is also reasonable to assume that parallel actions are being taken
in cyber, space and perception management domains. Separately, at the
national level, diplomatic engagement as well as counter measures are being
undertaken in the fields of economy and trade, such asthe banning of Chinese
Apps, restrictions on award of contracts for infrastructure and on investments
from China. To deal with multiple challenges (and initiate required counter
measures) in the military domain, consideration should be given to the
creation of aE Nat i Gommand Post( N C Punder the CDS to serve as the
nerve centre of an E adf mi | i tapprogch.

The reality, however, is that despite the harsh lessons from Kargil, we have not
created any credible politico -military joint structures for conducting a national
level threat analysis and initiating counter measures. As in the past, the NSA
and his NSCS have become the de-facto national security decision - making
hub. There are no apparent signs of any joint structures created at the level of
the CDS for the integrated management of the crisis, not only in terms of force
deployment  but also for capabilty enhancement and emergency
procurements. It would appear that the vast span of administrative
responsibilities assigned to the CDS as Secretary of the DMA have impinged on
his ability to assume this overarching operational responsibility for providing
an integrated approach in managing the national war effort in acrisis scenario.

Shedding Comfort of Ambiguity and Prioritising Capability Development.

That the Indian security structures and the armed forces have functioned

without aformal directive, is merely to reiterate the well -known non -existence
of a formal National Security Strategy (NSS)and a National Defence Strategy
(NDS). While China has been publishing Defence White Papers since 1998,
India is yet to embark on this venture. The absence of such formal documents

has allowed the Indian armed forces to operate in the realm of ambiguity,

without an integrated doctrine and keeping the line ministries bereft of specific
roles in acrisis.

“YAbhijnan Rej, ELadakh: THheDiplomatt hdumyst20X0. Sur pri see,
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Vast operational experience of wars with Pakistan and China, regular manning

of live borders, the Kargil conflict as well as the Uri (2016) and Balakot (2019)
strikes have provided the Indian armed forces adequate operational experienc e
to conceptualise the critical framework of | n d i srdfegic options and the
likely nature of operations in various contingencies. With these inputs, it
should be possible to evolve an India -specific doctrine, strategy and tactics,
and to determine the steps on the ladder of escalation across domains. Such an
exercise can in turn provide a sound base for formulation of long -term
Perspective and Acquisition plans. The reality, however, is that we are
doctrinally and operationally stymied. Over the last thr ee decades the central
focus of operational thought has been on managing borders and undertaking

Pakistan - centric counter terrorist operations. We also seem to be caught up in
past paradigms of capturing territory in depth, to impose punitive costs and to
create bargaining leverage (using Strike Corps), and to impose ex-post facto
punitive costs if our territory is captured (Kargil and Galwan Valley), rather than
deterring and pre-empting hostile action. This has resulted in the perpetuation

of Er e a aleféensive t h i n kadt thegtactical and operational levels, rather than
proactive operational constructs attuned to a contemporary two -front threat.

The reality thus is that in the current scheme of things, the capability
development of the services is neither driven by contemporary operational
scenarios nor supported by assured budgets. The spectacle of mid - crisis urgent
military acquisitions °by the Defence Acquisitions Council (DAC), from assault
rifles to fighter jets, or lobbying for an Aircraft Carrier for the Navy or Light
Tanks for the Army, further indicate our ill - preparedness and tendency towards
fire fighting in the face of a crisis. Ironically, a similar spectacle played out
during the Kargil conflict as well over 20 years ago. We simply have learnt no
lessons. The haze of ambiguity needs to be cleared and inter and intra service
prioritisation of acquisitions needs to be carried out in relation to updated war
fighting doctrines and specific threat mitigation and deterrence objectives.

Strategic Partnerships . From current developments in | n d i imMegliate
neighbourhood, it is evident that the level of threats across our borders is
increasing exponentially. Our aim of achieving Epuni d e tveer r agaiste é
Pakistan and Ed i s s uas i on HalerrsesrucagaiistyGhina is unlikely even

in the medium term (2030-35). Under these circumstances, Egoiinagl one é
seems a challenge which our existing economic and military power can ill
afford. Therefore, strategic partnerships and issue-based alliances, in both
bilateral and plurilateral contexts, have become critical to counter Chi nakEs,

BRahul Singh, EMilitary gets special powers to expedi

Hindustan Times , July 16, 2020.
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Econt ai mamednotmi n a rscategy. A pragmatic analysis needs to be
carried out of our defence and strategic relationships with friendly countries
with which we share convergences, and priority fields of cooperation identified
for each. Evaluation of the pay-offs that India is deriving, during the current
standoff, from robust defence cooperation with the US, maintaining our legacy
relationship with Russia, and from continued engagement with Israel and
France, would help us evolve a well considered roadmap for developing these
partnerships. Cooperation with key neighbours, including sharing our vital
national security concerns, needs to be reinforced. At the level of the services,
protocols for interoperability, intercommunication, intelligence exchange and
logistics support need to be worked out to get the best benefit from these
arrangements. This also is the time to evaluate the efficacy of concluding and
exploiting E eabling a g r e e mdike tLEMOA/ACSA, COMCASA or BECA with
friendly partners. More regular training and interoperability exercises in
identified areas also require consideration.

{» " «,: ﬂ\ \
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ise, Yudh Abhyas, September 16,2019. Source: Flick
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India - US'Joint Exerc r

Developing a Multi -domain Continental Warfare Doctrine

India faces the unenviable challenge of being located in a hostile
neighbourhood amidst two nuclear armed adversaries, with whom legacy
disputes persist even after seventy years of | n d i indEpendent existence.
Inherited unsettled borders, marked by major ideological differences, have

DPG Policy Paper Vol. V, Issue 32 | 10
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perpetuated a hostile security environment, necessitating the maintenance of
large standing armed forces at a heavy cost. The hitherto Et h i ndepoyneéent

along the LAC with China had been made possible by mutual peace and
tranquillity agreements and reasonably effective CBMs. These have been
rendered redundant asaresult of Ch i n deEeption, advancements in military

technology and border infrastructure development, creating room for surprise
and non -contact manifestation of threats, which the CBMs were designed to
prevent. The new reality is that the borders are marked on the ground not by
any mutually accepted lines but by physical occupation. Neither the
clarification of the LAC nor a boundary settlement appear to be in the offing.

While debates continue over transforming the armed forces (particularly the
Army) from Ema n p o woeErt & ¢ h n mtensigeylean f o r cthesreality is that
at the high altitudes in Ladakh and elsewhere along the Eastern border, where
weather and terrain challenge even the most advanced military technologies,

there is urgent need for evolving India -specific war fighting doctrine and force
structuring. The requirement is to develop full -spectrum (trench to space)
warfare capabilities, along two fronts, and in multiple domains. This is a
medium -term reality (2035) that military and national planners have to realise,
notwithstanding financial constraints, lack of defence technology and
associated manufacturing capability.

India has long suffered from the absence of integrated planning between the
services and neglect of contemporary and emerging domains of warfare. We
have yet to synergise deterrence and war fighting capability across both
convention al and strategic domains. Any future war fighting doctrine needs to
overcome these drawbacks. Of course, the inter - se weightage to be accorded
to each domain would be afunction of | n d iumidties operational environment

and threat assessment. In the absence of any other empirical study in this
domain, the Delhi Policy Group carried out sample survey amongst
experienced defence professionals in May 2020, according to which the
percentage of resources required to be assigned to each domain were as
follows: Army (25%),Air Force (17%)Navy (19%),situational awareness domain
(ISR, MDA, Space) (10%),asymmetric warfare domain (cyber, information and
legal warfare) (11%), strategic domain (CBRN capability) (8%), R&D and
technology development (10%).These results are at best broadly indicative for
future defence planning norms and require further study.

Specific aspects related to evolving a suitable doctrine for dealing with our two
primary adversaries are discussed in the succeeding paragraphs.
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Pakistan

Pakistani forces signing the Instrument of Surrender in Dhaka on December 16,1971.
Source: Twitter/@AkashvaniAIR

India shares a 2545 Km long delineated and demarcated International

Boundary (IB) with Pakistan, extending from Gujarat to Jammu, across deserts
and plains. Being a settled boundary, it is fenced and manned by the Border
Security Force (BSF- a Para military force). To its North is a 778 Km Line of
Control (LOC) in Jammu and Kashmir and a 110 Km Actual Ground Position
Line (AGPL) in area of the Siachen Glacier in Ladakh. The LOC and AGPL are
disputed and in the event of loss of territory, the Et a ks the keeperé The LOC
is fenced, which is designed to be an Anti - Infiltration Obstacle System (AIOS).

The concept of defence in the IB Sector is based on EPi € ot pwstté ground
holding Infantry elements and adequate mechanised reserves to provide
Eof f en®if eacapality The Epi ot pgdlav different deployment
patterns depending on the terrain configuration. These formations take over
the operational responsibility from the border guarding Para Military Force
(BSF) on mobilisation. The deterrence value is provided by the three ESt r i k e
C o r pbased on all arms mechanised formations that are tasked to strike at the
value targets in depth, and in so doing, cause substantial destruction of war
waging potential and capture territory for subsequent bargaining. At the
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